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Product Comparison: The Advantages of Symantec Endpoint

Protection Small Business Edition 2013

Symantec Symantec
Endpoint Endpoint
Protection Protection
Small Small
Business Business
Detailed Features Edition v12.1 | Edition 2013 | Description
Security
Signature Detection v v Traditional malware detection technologies.
Intrusion Prevention System v v Scans network traffic for indications of intrusions or attempted intrusions.
T Insight separates files at risk from those that are safe, for faster and more
Symantec Insight / v accurate malware detection.
Real-time Heuristics v v Monitors files as they execute for malicious behavior.
Replacing Symantec TruScan™ technology, this version of SONAR examines
Real-time SONAR 3 v v programs as they run, identifying and stopping malicious behavior even of
new and previously unknown threats.
Browser Intrusion Prevention v v Scans for attacks directed at browser vulnerabilities.
Symantec Endpoint Protection v Endpoint protection for Mac OS X® managed through the Symantec Endpoint
for Mac® Protection Manager.
Dynamic Security Risk Categories v Sets policies on application use by the risk rating of each application.
Download Symantec Insight v Tells you whether a file is risky before you install it.
File Symantec Insight v Informs of the risk, source, and performance impact of files and processes.
Symantec Endpoint Protection client will flag infections that could not be
Auto Remediation of Infected Clients v v removed. When new definitions arrive, it will scan those files at the next
system IDLE in attempt to repair/clean them.
Cloud Scan v v Checks online for the most recent risk information for files and processes.
Windows 8 support e Protection of computers and tablets running Windows 8.
Reduce network bandwidth usage by assigning a local computer to connect
Local Update Service V2 to the internet to get latest security software and content updates and then
share with other computers on the LAN.
USB Device Control /2 Ability to detect and protect against harmful files from USB storage devices.
Management
On-premise management only v On-premise deployment with an onsite management server.
Cloud-managed service with a completely cloud-managed infrastructure
Management Choice v without need for a server. Or, customers have the option of selecting
on-premise management with an onsite server.
- - Improved wizards and more deployment options will allow new installs and
Client Deployment Wizard v v upgrades to be faster and easier than ever before.
Centralized Management Console v v Single management console.
Customizable widgets /2 Hosted dashboard with customizable widgets.
Create and organize groups v v Ability to create and organize groups.
Set and apply security policies v v Ability to set and apply security policies for groups.
Define different roles/logins v v Define different roles/logins for additional users and administrators.
Generate reports v v Generate multiple reports which can be exported into multiple formats.
. e . Includes a set of frequently requested notifications enabled by default with
Email Notifications v v improved presentation, including BlackBerry® support.
Pricing
Subscription v A simple subscription fee covers either cloud-managed service or on-premise

management option.

1Some protection features not available in Windows 8 browsing. Windows 8 support available in Symantec Endpoint Protection

Small Business Edition 2013 cloud-managed service only

2Symantec Endpoint Protection Small Business Edition 2013 cloud-managed service only
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Performance
Enhanced Symantec LiveUpdate™ v v LiveUpdate uses less memory resources to run.
Stays out of your way by performing noncritical security tasks when your
Smart Scheduler v v computer is idle.

For more information, visit www.symantec.com/endpoint

About Symantec

Symantec protects the world’s information and is the global leader in security, backup, and availability solutions. Our innovative products and
services protect people and information in any environment—from the smallest mobile device, to the enterprise data center, to cloud-based
systems. Our industry-leading expertise in protecting data, identities, and interactions gives our customers confidence in a connected world.
More information is available at www.symantec.com or by connecting with Symantec at go.symantec.com/socialmedia.

Copyright © 2012 Symantec Corporation. All rights reserved. Symantec, the Symantec Logo, TruScan, Insight, and LiveUpdate are trademarks or registered trademarks of Symantec Corporation or its affiliates in the
U.S. and other countries. Macintosh is a trademark of Apple Inc., registered in the United States and other countries. The Trademark BlackBerry is owned by Research In Motion Limited and is registered in the
United States and may be pending or registered in other countries. Symantec is not endorsed, sponsored, affiliated with or otherwise authorized by Research In Motion Limited. Other names may be trademarks
of their respective owners. All product information is subject to change without notice. 08/12 21264578-1



